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1.  Introduction
The Telework Enhancement Act of 2010 requires federal agencies to actively expand their use of telework. Objectives include:

· ensuring continuity of operations,

· leveraging targeted workforce improvements,

· reducing overhead, real estate, environmental, and transit costs, and

· improving employees’ ability to balance their work and life obligations.

USDA is committed to and is aggressively implementing a telework program. In January 2011, USDA published an updated telework policy in Departmental Regulation (DR) 4080-811-002, “USDA Telework Program”. It establishes the policy for agencies to follow when implementing telework initiatives. In February 2011, the USDA Office of Human Resources Management (OHRM) issued additional guidance, “USDA Telework Program Guidance and Requirements – OHRM Advisory,” which further supports the USDA telework policy. 
2.  Purpose

The Office of Chief Information Officer (OCIO) was asked to develop a set of guidelines to assist agencies with the technical implementation of their telework initiatives. This document provides technical solution information on available options to enable teleworking in USDA. It is intended to help agency Telework Coordinators and IT support personnel when setting up their agency’s telework programs. 
The term “teleworker” refers to a federal employee who has been approved to perform assigned duties at a remote location. This document makes a distinction between government-furnished equipment (GFE), which is equipment that is procured by USDA and provided to the user, and non-GFE, which is equipment not owned by USDA but used for telework purposes. 
2.1
Success Metrics

It is the intent of this document to provide guidance on the infrastructures, technologies, systems, and related processes required to: 

· Provide technical tools that enable users to perform their assigned duties;

· Keep costs to a minimum;  

· Simplify technology support & administration; and 

· Ensure that teleworkers and their computing platforms provide appropriate system and data security.

· Establish efficient processes to manage technical infrastructure changes and waivers.
2.2
Current Telework and Security Policy

Current policy directs agencies to use only GFE, and agencies are required to adhere to this policy. Specifically, DR 3180-001 states, “USDA prohibits the use of personally owned information systems to directly access government networks for official U.S. Government business involving the processing, storage, or transmission of federal information. Personally owned information systems can be used to interface with government web interfaces designed to accommodate communication of specific information (e.g., Employee Personal Page and Outlook Web Access).  
2.3
Policy Exception Requirement

If an exception is required to the available GFE options identified in this document or to the “GFE only” policy, a waiver in compliance with “DM-3525-003, Chapter 5, Part 3– Telework and Remote Access Security” will be required with the necessary approvals, risk assessment, and justification to allow use of non-GFE for telework purposes. 

3.  Telework Concept
Teleworkers need technology to be able to do their jobs from a remote location. Usually the remote location is expected to be the worker’s home, but may include a variety of other non-USDA remote locations, depending on the situation.

This document is intended to help agency Telework Coordinators develop a program and documentation for their agency Telework program by providing available options for technical solutions. agency Telework Coordinators are also responsible for helping their agencies develop rules of behavior and procedures for teleworkers and their supervisors, but guidance on those is beyond the scope of this document.

Depending on the tasks to be performed from the remote location, technologies needed may vary from person to person. This document addresses six common telework-enabling technologies and options for each (also see Figure 1):
· Computing. For security, liability, and support reasons, it is desirable for the agency to provide a computer and software to the teleworker. Connection to the USDA network should preferably be done using the Enterprise VPN solution, but may also be done via an agency’s Citrix solution.
· Telephony. In most instances, a telephone is a necessity for completing work or staying in communications with the home office, other teleworkers, employees, customers, and business partners. Available options include a GFE or non-GFE phone, a long-distance calling card, a business dial-up option and/or a toll-free teleconference solution.
· Fax. Passing along signed documents and other routine communications can often be handled adequately using a fax. The frequency of fax use may dictate the selection of a fax option. Available options are GFE fax machine, a non-GFE fax machine, or an electronic fax service.
· Network. For most cases, some sort of internet access is required for teleworkers. Some agencies allow direct dial-up modem connection to the local office network from a residence. Others do not, and prefer access to USDA systems through email over the Internet. Because of the variety of needs and capabilities across agencies, it is not possible to provide a single solution. The agency Telework Coordinator should work with agency technical staff to develop acceptable Internet access alternatives.
· Printing. Teleworkers often have a need to print documents. Available options are using a GFE printer or a non-GFE printer; another option is to allow remote printing to an office printer.

· Collaboration. Teleworkers may benefit from collaboration tools to improve efficiency and workflow. Available options are USDA Connect, SharePoint 2007/2010, email (MS Exchange), and LiveMeeting.
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Figure 1. Telework Technology Options

Appendix C provides additional information, such as who to contact about the technology options. Additionally, OCIO is actively working on a centralized Telework Management Tracking System to track and manage requests for telework agreements, provide information, and enable statistical reporting to demonstrate compliance with the law. 

4.  Agency Considerations
Each agency’s telework technical configuration must take into account a number of considerations, such as the employee’s job duties, the remote location’s constraints, and continual changes in availability and use of various technologies. When selecting technical solutions for your agency’s telework initiative, consider the following: 

· What are the teleworker’s job functions and work requirements and how do they affect the telework arrangement? How do they impact the technical solution? 

· What connectivity options make sense, based on frequency of access and bandwidth requirements for the work performed by the teleworker?

· What telecommunication solutions are needed to enable the teleworker to stay in touch with customers, co-workers, management, etc.?

·  What are the printing, copying, fax, and/or scanning requirements for off-site teleworkers?

· How does telework impact your agency’s staff and organization with regard to technical training, helpdesk support, and hardware and software maintenance? How are systems installed at the home? What is the process for returning equipment and files and ending services after the telework assignment is terminated?

· Telework purchases must be made from existing agency allocations. Considering your agency’s budget, what are the minimum requirements and most cost-effective ways to provide a telework solution? For example, for the computing solution, you could consider using surplus equipment, loaners, or mobile technology such as USDA- issued smart phones, laptops or tablets. 

· Will your agency subsidize any cost incurred by the teleworker, e.g., internet service provider (ISP), telephone, or other service costs to by the employee to make telework feasible?
· Section 508 requirements and compliance for teleworkers apply equally, regardless if they are in the office or working from home. The agency needs to consider the needs of those who are hearing or vision impaired and assure they have the tools and work environment that allows them to be productive. 
· Before making the final decision, a risk assessment is recommended to determine the security requirements of the technical implementation, rules of behavior, and training requirements.
5.  Telework Management Tracking System

As part of the telework initiative, all agencies need to develop telework agreements and report specific metrics in accordance with Departmental Regulation (DR) 4080-811-002, “USDA Telework Program”.  Several options are being investigated as a possible automated approach for collating and reporting telework metrics in a standardized manner. However, an automated tracking system is currently not available to agencies.
As part of USDA’s Telework initiative, the Telework Management Tracking System (TMTS) will provide a standardized automated tool for employees, supervisors, upper management, and telework coordinators to electronically request and approve telework agreements and to report important details about participation rates, ineligibility criteria and other statistics about USDA’s telework program. 

The system will support core and ad hoc telework agreement requests and will provide details about arrangements that are in place as part of reasonable accommodation requests and those that are identified as emergency essential or mission critical teleworkers for Continuity of Operations Plan (COOP) purposes.

The system will also have built-in workflow processes that automatically sends notifications to the appropriate personnel through each stage of the telework request and approval process.
(Additional information on this topic will be provided at a later date)

6.  Computing Options

For the purposes of this document, we are addressing computing options to generally apply to traditional devices such desktops and laptops. We have divided computing devices into two general categories of equipment to distinguish the differences in how they are implemented and can be used:
· Non-Government furnished equipment (Non-GFE)

· Government furnished equipment (GFE)

Non-Government Furnished Equipment (non-GFE) is equipment used for government business use that is not purchased, owned, or serviced by the Government. Examples include an employee’s personally-owned smart phone, a contractor’s company-provided laptop, or other devices used to support government business.

Non-GFE Policy

Per DR 3170-001, “The USDA prohibits the use of personally owned information systems to directly access government systems for official U.S. Government business involving the processing, storage, or transmission of federal information. “
Exception to the policy

If an exception to the policy is deemed necessary, a waiver in compliance with “DM-3525-003, Chapter 5, Part 3 – Telework and Remote Access Security” is required with the necessary approvals to allow use of non-GFE. 
Non-GFE allowed access
Non-GFE may be used to access government public web sites and eAuthentication-protected web sites and applications.
Government furnished equipment (GFE) is equipment that is procured, configured, and provided to employees and contractors by the Government for government business use. The issuing agency is responsible for the procurement, provisioning, and maintenance of all GFE. In a telework scenario, the employee, after the required telework approvals, will be able to use the GFE offsite for the purpose of remotely conducting government business. 
The following desktop or laptop computing options are currently available and approved for the telework initiative and are listed in the order of preference. Option 1 is the preferred option and should be the primary option for telework. Only when option 1 is not feasible or workable should option 2 be considered:
· Option #1:  GFE using Access Control/Network Access Control (AC/NAC)
· Option #2:  GFE using Citrix

See the following sections for more details on these options.

6.1
Computing Option 1 – GFE Using AC/NAC 
The USDA Enterprise VPN is a holistic access control solution that includes a two-factor user-authenticated remote access virtual private network (VPN) integrated with a network admission control solution. The USDA Enterprise VPN solution is the first step in a larger endpoint security strategy intended to drive security policy enforcement down to computing devices across the USDA. Endpoint security complements existing perimeter-focused security controls by addressing the realities of contemporary computing where mobile computing devices routinely operate outside of the network perimeter. 

The USDA Enterprise AC/NAC solution is currently implemented as a managed service hosted at the UTN Internet gateways. USDA agencies can have an agency-specific administrative environment within the enterprise solution, allowing agency-specific management and control of specific configurations, authorizations, policies, and network segmentation. See Appendix C, section C.1 for contact information.
6.1.1
Technical Overview

The USDA Enterprise VPN provides identity-based access to networks based on the combined authentication of both the user and the endpoint device. The solution leverages the USDA LincPass for two-factor authentication to network resources and integrates with the USDA BigFix initiative to support endpoint health monitoring and network admission control. Users may be granted access to USDA network resources and services in accordance with their roles and relationship to USDA as defined in the USDA Enterprise Entitlement Management System (EEMS), which delivers feature-rich role-based access control (RBAC), workflow, and auditing and compliance capabilities.

In a telework scenario, an employee or affiliate (partner, contractor, etc.) with a government-furnished computer accesses a USDA network via an internet service provider (ISP) (e.g., Comcast, AOL, Verizon, etc.) from a remote location. The government-furnished computer is pre-installed with the agency’s FDCC-compliant operating system and software. With this option, the computer’s configuration and health state can be monitored for security purposes.
Option 1 provides these important benefits: 

· Remote access controls including two-factor user authentication;

· Network admission control and endpoint health monitoring;

· Automated monitoring, auditing, and reporting capability required to meet FISMA and A-123 reporting requirements;

· Compliance with Department and NIST policies and regulations;

· Consistent application of security configuration standard across the Department.

6.1.2
Required Hardware/Software Components
The following hardware and software are required to implement Computing Option 1:
· Government-furnished laptop or desktop personal computer (PC) with agency FDCC-compliant software;

· Personal computer/smart card (PC/SC) reader;

· ActivClient card reader middleware; and
· Juniper NetworkConnect VPN client.

6.1.3
Prerequisites Checklist

The following items must be accomplished to ensure that the required technical infrastructure has been deployed to access USDA and agency internal resources using Computing Option 1:

· The teleworker has been issued a LincPass;
· The agency has configured the Active Directory for LincPass access;
· The PC has been configured with a PC/SC reader and middleware for LincPass access;
· The agency has worked with OCIO-NTSO to configure AC/NAC access to the agency network; and
· The VPN client has been installed on the PC and configured with the appropriate connection parameters.
6.2
Computing Option 2 – GFE Using Citrix

The Citrix option is a secondary option available to all agencies for when the AC/NAC solution (option #1) is not feasible or workable. In a telework scenario, an employee with a government-furnished computer would access a USDA network via an ISP from a remote location using Citrix to access USDA internal services. The government-furnished computer would be pre-installed with the agency’s FDCC-compliant operating system and Citrix client software. 
6.2.1
Technical Overview

Citrix software provides a virtual desktop, simulating a system that is connected on the local area network. This implementation allows users to access applications and data hosted internally on the agency’s network without the need for installing software or storing data locally on the person’s computer. 
The Citrix option provides these important benefits: 

· Centralizing applications in the datacenter to reduce application maintenance costs
· Improves security by centrally controlling, managing, and encrypting data and applications 

· Increased availability and consistency of delivering applications and data anywhere 
6.2.2
Required Hardware/Software Components

The following hardware and software are required to implement Computing Option 2:
· Laptop or desktop PC with agency FDCC-compliant software;
· Web browser supported by the Citrix XenApp Web plug-in;
· PC/SC reader and ActivClient card reader middleware (if using LincPass); and
· RSA SecurID token (if LincPass is not available)

6.2.3
Prerequisites Checklist

The following items must be accomplished to ensure that the required technical infrastructure has been deployed to access USDA and agency internal resources using Computing Option 2:

LinkPass solution:
· Applications needed by the teleworker have been configured in the Citrix environment.

· Lincpass (preferred):

· The teleworker has been issued a LincPass.

· The teleworker’s Active Directory account has been configured for logon with LincPass;
· The PC has been configured with a PC/SC reader and middleware for LincPass usage.

RSA SecurID solution:
· Applications needed by the teleworker have been configured…

· RSA SecurID token (if LincPass not available):

· The teleworker has been issued an RSA SecurID token.
· The teleworker’s Active Directory account has been configured for logon with …
· Etc.
7.  Collaboration Options

The term “collaborative software” applies to tools that enable the sharing of work products and processes, sometimes in “real time” or “near-real time” and encompasses a range of software systems or applications. The following list of collaboration tools with their descriptions are recommended for teleworkers in USDA:
· USDA Connect

· SharePoint 2007 or SharePoint 2010 Enterprise

· LiveMeeting/OCS
· Microsoft Exchange
See Appendix C, section C.2 for additional information.
7.1
Collaboration Option 1 - USDA Connect
USDA Connect provides a platform for lightweight collaboration and communication across USDA. This application is the USDA deployment of the Lotus Connections product. Its key features include the ability for USDA employees to create and participate in communities, activities, profiles, blogs, and wikis related to their areas of work interests. The primary advantages of USDA Connect are: 
· It is easy to create and share personal profiles, and 
· It is easy to create communities of practice and share information related to these communities. 
USDA Connect is secure and requires an eAuthentication account for access.

7.2
Collaboration Option 2 - SharePoint 2007 or SharePoint 2010
SharePoint is a platform for customized web sites and light applications that support specific organizational needs. SharePoint is a Microsoft product that is hosted in USDA facilities as well as in the cloud (“BPOS”). Its key features are document sharing and versioning, wikis, blogs, and light applications. The advantages of SharePoint are: 
· it is integrated with Microsoft Office suite,

· it is easy to set up sites and document stores, and 
· it supports light applications with workflow for functions ranging from processing change requests to reserving conference facilities. 
SharePoint is recommended for organizations that need an internal business site with linked business process workflows to other business sites. Agencies should consider using one of three SharePoint options:

· Current agency SharePoint 2007 instances;
· OCIO’s new SharePoint 2010 service (through ITS) providing team sites, software development features, and workflow capabilities; or

· The USDA Enterprise Messaging System’s (EMS’s) new SharePoint 2010 service (through BPOS) providing team site capabilities.

7.3
Collaboration Option 3 - LiveMeeting/OCS

LiveMeeting/OCS enables live presentation and desktop sharing between two or more workstations, as well as live “chat” functions. LiveMeeting is a Microsoft product that comes bundled with the Microsoft 2003-2010 suite of products installed on USDA PCs and laptops. LiveMeeting is appropriate for users who are logged in to the USDA network. It offers interactive application and desktop sharing as well as whiteboard tools; it also allows for multi-party video and VoIP (voice-over-internet protocol) audio via an Office Communication Server (OCS) session on the computer. It is a valuable tool to connect to the office or with other USDA teleworkers. LiveMeeting is available through EMS’s new OCS service (through BPOS).
7.4
Collaboration Option 4 – Microsoft Exchange
Exchange is a Microsoft product that comes bundled with the BPOS suite of tools. Exchange is USDA’s enterprise email, calendaring, contacts, and tasks management system. The Exchange suite of tools provides a comprehensive time and information management capability, allowing collaboration through event scheduling, email communication, contact directory lookup, and task management. Using features such as Instant Search and the To-Do Bar, users can organize and locate needed information. New calendar-sharing capabilities and improved access to Windows SharePoint Services information enable the user to safely share data stored in Outlook with coworkers, no matter where those people are located. Exchange/Outlook features make it easier for the teleworker to prioritize, control, and manage time. 
8.  Document Printing Options

Teleworkers may need to be able to generate a hard copy document under various circumstances, whether it is high volume printing, occasional printing, or printing remotely to a USDA office printer. For example, a technical writer may need to print a hardcopy to verify the formatting or physical layout of a document, or a business analyst may need to print several copies of a report for a meeting with a business partner across town. 
Currently, there are three printing options available to teleworkers:
· GFE printers for use at remote location,
· Non-GFE printers, and
· Remote printing back to a USDA office.

8.1
Document Printing Option 1 – GFE Printers for Use at Remote Location
In this option, the Government will buy, provide, administer, and maintain the printer for use by the teleworker at a remote location. When deciding on a GFE printer for a teleworker, consider the following requirements:

· Portability

· Black & white, basic color, or premium color

· Performance (speed)

· Ink/toner cartridge yield
· Copy function

· Scanner function

· Fax function

· USB, Ethernet, or WiFi connection
· Printer footprint (dimension)
· Printer weight
The benefits of this option are:

· The teleworker is fully supported with regard to printing equipment

· The agency can control what printers are deployed and hence control administrative costs

· Ability to print at the telework location

Additional support processes and procedures are needed to support GFE printers at remote locations. For more information on GFE printers and procurement vehicles see Appendix C, sections C.3 and C.6.
8.2
Document Printing Option 2 – Non-GFE Printers at Remote Location

In this option, the teleworker owns, administers, and maintains the printer, but is allowed to use the printer at the remote location for government business. When using a non-GFE printer, the teleworker must adhere to rules and policies set forth by USDA. At the discretion of the agency and/or the supervisor, the teleworker may be reimbursed for office supplies (e.g., ink or toner, paper).
The benefits of this option are:

· Reduced cost to the government 

· Ability to print at the telework location

This option increases the administrative cost of supporting additional types of printers.

8.3
Document Printing Option 3 – Remote Network Print to a USDA Office 
With this option, the teleworker remotely prints to a device located in a USDA office. A teleworker using a GFE computer connected to the USDA network via either the AC/NAC or Citrix computing option may print to a printer located in a USDA office. The teleworker must adhere to rules and policies set forth by USDA. In most cases, a default printer set up for the home office can be accessed via both AC/NAC and Citrix computing options for remote printing. This option requires the employee to go to the office to pick up the print job, or it can be picked up by co-worker. 

The benefits of this option are:

· No cost to the teleworker for ink, paper, and printer maintenance

· Ability to print and deliver a job directly to a manager or co-worker at the office

Leaving print jobs unattended at the remote printer could result in security issues or possibly large amounts of clutter. However, procedures can be put in place to handle or mitigate these types of concerns. 
9.  Telephony Options

This section describes available telephony options for USDA agencies implementing the USDA telework programs. The following telephony options are approved for use by teleworkers. Depending on the PBX and other telephony services, call forwarding, voicemail, and other features may also be available.
· GFE Phone

· Analog phone

· IP phone

· Smart phone

· Non-GFE phone

· Calling card

· Toll-free teleconferencing

· Business dial-up
9.1
Telephony Option 1 – GFE Phone
A GFE phone is a device and service plan that is procured, configured, and provided to employees and contractors by the Government for government business use. The issuing agency is responsible for the procurement, provisioning, and maintenance of all GFE phone device and service plans. In a telework scenario, the employee uses the GFE provided phone offsite for the purpose of remotely conducting government business (after obtaining the required management approvals). 

Agencies have three options for GFE Phones:

· Analog phone – Provide a landline service and analog phone
· IP phone – Provide IP Phone with an internet service plan 
· Smart phone – Provide a smart phone with cellular/3G/4G service plan
The benefits of a GFE phone are:
· Control over quality of phone service provided 
· Government volume purchasing buying power
9.2
Telephony Option 2 – Non-GFE Phone
This option allows teleworkers to use personal phone service for government business calls. Agencies must decide whether to reimburse any or all costs associated with using a personal landline phone, cell phone, or smart phone.
The benefits of a non-GFE phone are:
· None or reduced cost to the government
· No maintenance or upgrade responsibility
This option introduces incompatibilities between various systems and affords no security control.

9.3
Telephony Option 3 – Calling Card
A calling card, sometimes called a telephone card or phone card for short, is a small plastic card, sized and shaped like a credit card, used to pay for telephone services. Calling cards are a common way for consumers to pre-pay for long distance telephone services, and are also commonly used for pay-as-you-go cellular phone plans. The card usually requires a PIN or code to use air time.

The benefits of a calling card are:

· Inexpensive – compared to landline or home phone services, calling cards are much cheaper. You only pay for the minutes you use.

· Convenience - they can be used anytime, anywhere, from most any phone.
9.4
Telephony Option 4 – Toll-free Teleconference
Toll-free numbers are numbers that begin with one of the following three-digit codes: 800, 888, 877, 866, or 855. Toll-free numbers allow callers to reach businesses and/or individuals without being charged for the call. The charge for using a toll-free number is paid by the receiving party (the toll-free subscriber) instead of the calling party. Toll-free numbers can be dialed directly to your business or personal telephone line. 

The benefits of a toll-free number are:

· Conference calling for collaboration, meetings, training, etc.
· Convenient way to connect from anywhere

· Centralized cost management

9.5
Telephony Option 5 – Business Dial Service
Existing agency dialup Internet accounts are being transitioned to the USDA Networx contract. Generally speaking, the agencies use this service for the following reasons:

· Internet access for individual users at extremely remote locations (no 3g, etc.)

· A redundant network access solution in the event their primary UTN access goes down.

See Appendix C, section C.4 for more information on this service.

10.  Fax Options

Teleworkers may require fax capabilities in some cases. Agencies with teleworkers who need fax capabilities have three options:

· Provide GFE fax machines to teleworkers

· Provide agency-owned electronic faxing (e-fax) service to teleworkers

· Allow use of a non-GFE fax machine
These options are described in the following sections.

10.1
Fax Option 1 – GFE Fax Machine

Similar to the physical printer options described above in section 8.1, agencies may provide physical fax machines for their teleworkers. This may require an available landline for telephone service, or other solutions for remote locations that use VOIP or cell service for telecommunications. When a fax option is needed, consider buying an all- in-one printer if the teleworker requires a print option as well.

The benefits of implementing a fax machine are:
· A secure way to send and receive a copy or image of important documents.
A disadvantage is that the agency must manage and maintain the device.
10.2
Fax Option 2 – Electronic Fax Service

Agencies may acquire and provide an electronic fax (e-Fax) service to their teleworkers. This is a service offered by a remote provider who receives your document in one of many formats and uses the internet to transmit it to your intended destination. This system eliminates the fax machine completely, using instead a printer driver on your computer, or a scanner, or simply an uploaded copy of the file from your hard drive. When you’re ready to send a fax, enter the recipient’s fax number, add a brief note, select the document or file and send the fax. The fax can be delivered to the recipient’s electronic service or physical fax machine. An email confirms the fax was sent. When a fax is sent to you, it is delivered to your inbox as an email with an attachment.
The benefits of implementing an electronic fax service are:
· Send faxes through email – These services can send faxes through an email account or from a fax machine to an email address. 

· Reduce long distance charges – Web-based fax transfers, which use Internet services, eliminate costly long distance charges. 

· Achieve portability – Since you can check faxes from an email account, you no longer have to wait at the fax machine to receive an important fax. 

A disadvantage is that in cases where “wet ink” signatures are required or the document being faxed is not currently in electronic form, a scanner will be required to convert the document to an electronic form that can be faxed via the e-Fax service.

10.3
Fax Option 3 – Non-GFE Fax Machine
Agencies may allow their teleworkers to use their own fax machine. 
The benefits of implementing a fax machine are:
· A secure way to send and receive a copy or image of important documents.
· Reduced cost to the agency, because that cost is incurred by the teleworker
11.  Network Options 

Connectivity options must address all teleworker equipment options and their respective requirements for access to the internet and USDA back-end services. This document divides the connectivity into two categories of services to distinguish the differences in how they are implemented:
· Government Furnished Services (GFS). Use of GFS means that agencies are responsible for the procurement, provisioning, and refreshing of connectivity service and related equipment. These services will be provided through preauthorized government contracts for service, notably through the USDA’s managed services contracts such as GSA Networx Services. 
· Non-Government Furnished Services (non-GFS). Use of non-GFS means that the individual is responsible for the service expense. This may occur when the agency budget does not allow for another option and the individual is willing to incur the expense. Non-GFS should normally be the default network option used by teleworkers.
These two categories can be combined as a third hybrid option, such as an employee using their local ISP at a business level but receiving a government subsidy. This type of arrangement would be at the agency’s discretion.

The following contracts are available for the above options: 

· Option #1: GFS using Networx contracts 
· Option #2: Non-GFS using individual privately subscribed Internet services.

11.1
Network Option 1 – GFS Using Networx Contracts

An employee or authorized affiliate (partner, contractor, etc.) is authorized to use government-furnished connectivity services in their official duties and employment to support a USDA mission, activity, or function. These services are provided to enable the employee or authorized affiliate the means to connect to, work from, and exchange information that would normally be a function of their position, or duty, when working from a conventional agency-provided office space.

USDA, along with its service partner GSA, has developed robust service contracts to enable agencies to provide affordable, effective, and efficient services throughout the United States and abroad. The Networx contract capabilities and pricing (see Appendix C, section C.5) optimize both costs and services. USDA OCIO provides an IT/Telecom consultant, sometime referred to a Telecommunications Mission Area Control Officer (TMACO), who can provide updated pricing and services.
11.2
Network Option 2 – Non-GFS Using Individual Privately Subscribed Services

The teleworker uses his or her local DSL, broadband, dial-up, satellite, or fiber ISP services. Because of potential performance issues and concerns, analog dial-up services are not recommended unless no other option exists.
12.  Excess Equipment Use Procedure

Federal personal property disposal is regulated under the Federal Management Regulation (FMR). All property must be screened for reuse within the agency prior to being declared excess and reported to GSA to be offered to other Federal agencies.

The following sections describe two possible methods for reusing excess equipment for the telework initiative:
· USDA internal reuse of excess equipment;

· Government-wide reuse of excess equipment.

12.1
Excess Equipment Option 1 – USDA Internal Reuse of Excess Equipment

USDA agencies are encouraged to reuse excess equipment when possible for telework. To this end, we encourage open discussions between agency IT offices, telework coordinators, and property managers. Communications can expedite identification of excess equipment, potential reassignment , and delivery of the equipment to the appropriate person/location. If this process does not work, USDA Property Managers have access to the Agency Asset Management System (AAMS), which lists excess personal property internal to USDA only. Excess equipment is posted in AAMS for 15 days; during this time only USDA agencies may access the data. A Property Manager can develop a “watch list” that will generate an email notification regarding availability of electronic equipment. If acceptable property is found, the agency acquiring the property is responsible for shipping and handling. After 15 days in the AAMS database, the equipment is declared excess to USDA and is then available Government-wide for transfer.
12.2
Excess Equipment Option 2 – Government-wide Reuse of Excess Equipment

Other Federal agencies, after they have screened the property for re-use within their agency, report the excess to GSA on the GSAXcess web platform. USDA Property Managers can develop a watch list and search the site:  http://gsaxcess.gov. Only Property Managers are authorized to acquire property. If acceptable property is found, the agency acquiring the property is responsible for shipping and handling. An automated transfer process is available on the GSAXcess web site where a transfer form is generated and sent to the Property Manager by email.
See Appendix C, section C.6 for a list of USDA Property Officers for most of the USDA agencies. 
-- -- --

Appendix A: Telework Informational Content & Links

A.1
OHRM Guidance

· DR 4080-811-002 - USDA Telework Program: http://www.ocio.usda.gov/directives/doc/Telework%204080-811-002_V10_110114%20-%20FINAL%20(3).pdf
· USDA Work Life programs and Services: http://www.dm.usda.gov/employ/teleworking.htm
· General Services Administration/Office of Personnel Management: http://www.telework.gov/ 

· Telework Exchange: http://www.teleworkexchange.org/  

A.2
OCIO Guidance

· DR 3170-001 – End User Workstation Standards: http://www.ocio.usda.gov/directives/doc/DR3170-001.pdf
· DR 3180-001 – Information Technology Network Standards: http://www.ocio.usda.gov/directives/doc/DR3180-001.pdf
· R 3505-000 - Access Control Policy:
http://www.ocio.usda.gov/directives/doc/DR3505-003.pdf
· DM 3525-003 - Telework and Remote Access: http://www.ocio.usda.gov/directives/doc/DM3525-003.pdf
The following three memoranda are provided by the Privacy Officer in support of the SBU, PII, and printer sanitation requirements: 

· Minimum Safeguards for Protecting Personally Identifiable Information (October 16, 2009); 

· Sanitizing Multifunctional Devices to Safeguard Sensitive But Unclassified and/or Personally Identifiable Information (August 2, 2010); and 

· Logging and Handling of Data Extracts of Sensitive Information and Personally Identifiable Information (April 12, 2010))
A.3
OMB Memorandum M-11-20
[image: image3.jpg]EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

April 28, 2011

THE DIRECTOR

M-11-20

MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

FROM: Jacob J. Lew
Director

SUBJECT: Implementing Telework Enhancement Act of 2010 IT Purchasing Requirements

On December 9, 2010, President Obama signed into law the Telework Enhancement Act
of 2010 (the Act). Telework provides multiple benefits for Executive Agencies and the federal
workforce. It can produce resource savings and reduce time, expenses, and greenhouse gas
production associated with commuting. Telework also provides federal employees the ability to
continue working during inclement weather, emergencies, or situations that may disrupt normal
operations. However, telework is only as effective as the technologies used to support it, which
is why it is critical for agencies to take immediate measures to ensure that their employees are
properly equipped.

Within 90 days of issuance of this memorandum, agency chief information officers
(CIOs), in coordination with chief acquisition officers (CAQs) shall develop or update policies
on purchasing computing technologies and services to enable and promotes continued adoption
of telework. At the same time, purchasing policies must address the information security threats
raised by use of technologies associated with telework.

Given the unique mission and nature of each agency, agencies are granted broad
discretion in formulating telework purchasing policies to best suit their unique needs. At a
minimum, however, agency policies must address the following:

e Selecting and acquiring information technology that best fits the needs of the Federal
Government, and is technology and vendor neutral in acquisitions,

s Determination of allowable IT products and services, to include remote access servers,
client devices, and internal resources accessible through remote access,

e Prioritizing use of government-wide and agency-wide contracts, to the maximum extent
possible, for new acquisitions and renewal of services to leverage the government’s
buying power,

e Deploying new and modernizing existing agency IT systems and infrastructure to support
agency teleworking requirements,

e Compliance of all devices and infrastructure with federal security and privacy
requirements, and

* Proper disposal of devices no longer in use to ensure protection of sensitive information.




[image: image4.jpg]Pursuant to the Act, the Office of Management and Budget (OMB) plans to issue a
memorandum by June 7, 2011, providing guidelines to ensure the adequacy of information and
security protections for information and information systems used while teleworking.

Questions and feedback about this memorandum can be addressed to egov@omb.eop.gov
with the term “Telework Enhancement Act Purchasing Requirements Feedback™ in the subject
line of the email.




http://www.whitehouse.gov/sites/default/files/omb/memoranda/2011/m11-20.pdf
Appendix B: Glossary of Terms

AC/NAC – USDA Enterprise Remote Access Control (AC) & Network Admission Control (NAC) program.

authentication – the act of establishing or confirming the identity of an individual for access control purposes; that the individual is who s/he claims. Authentication is generally done by one, two and/or three factors:  something you know (e.g. a password), something you are (e.g., a fingerprint), or something you have (e.g., a LincPass card). See also eAuthentication Service and two-factor authentication.
authorization – the act of establishing or confirming that an individual has permission or is allowed access or to perform an action. In the IT world, it is often referred to as access rights or create/read/update/delete (CRUD) rights.
eAuthentication Service – USDA system used by its agencies to enable customers to obtain accounts that will allow them to access USDA web applications and services via the Internet. This includes things such as submitting forms electronically, completing surveys online, and checking the status of a user’s USDA accounts. See also authentication and authorization.

EEMS – Enterprise Entitlements Management Service. A comprehensive solution that provides a single point of control to manage identity and access management (IAM) across the entire organization, including employees, contractors, visitors, temps, appointees, and partners. It is a built as a highly-available centralized service with distributed management capabilities. EEMS provides automatic provisioning, management, and deprovisioning of identity and entitlements across all major enterprise and agency systems and is an enabling platform for rule-based and role-based access control.
equipment -a tangible asset that is functionally complete for its intended purpose, durable, nonexpendable, and needed for the performance of a contract. Equipment is not intended for sale, and does not ordinarily lose its identity or become a component part of another article when put into use. 

government-furnished property - means property in the possession of, or directly acquired by, the Government and subsequently furnished to the contractor for performance of a contract. 

government property - means all property owned or leased by the Government. Government property includes both Government-furnished property and contractor-acquired property. 

FDCC – Federal Desktop Core Configuration

GFE – Government Furnished Equipment. Equipment that is bought configured and provided to employees and contractors by the government for government business use. Non-GFE  is Equipment used for government business use that is not provided by the government. For example, a smart phone or other piece of equipment that is employee bought and owned, or a company provided laptop or other equipment to a contractor. 

Juniper – Juniper Networks is a commercial company that provides software, products and services for networks, data centers, cloud providers, et6... 

LincPass – USDA’s name for a FIPS 201-compliant Personal Identity Verification  (PIV) card issued by General Services Administration’s Homeland Security Presidential Directive 12 system.
material - means property that may be consumed or expended during the performance of a contract, component parts of a higher assembly, or items that lose their individual identity through incorporation into an end-item. Material does not include equipment, special tooling, and special test equipment.
Non-GFE – Non-Government Furnished Equipment. Equipment used for Government business use that is not provided by the Government. For example, a smart phone or other piece of equipment that is employee bought and owned, or a company-provided laptop or other equipment to a contractor. 

PIV card – a personal identity verification card, also known as a smart card, that meets FIPS-201 standards. See also LincPass.

PKI – public key infrastructure, a hierarchy of "certification authorities" to allow individuals and organizations to identify each other for the purpose of doing business electronically; can also be used for encrypting/decrypting messages.
property - means all tangible property, both real and personal. 

property administrator - means an authorized representative of the contracting officer appointed in accordance with agency procedures, responsible for administering the contract requirements and obligations relating to Government property in the possession of a contractor. 

real property - means land and rights in land, ground improvements, utility distribution systems, and buildings and other structures. It does not include foundations and other work necessary for installing special tooling, special test equipment, or plant equipment. 

sensitive property - means property potentially dangerous to the public safety or security if stolen, lost, or misplaced, or that shall be subject to exceptional physical security, protection, control, and accountability. Examples include weapons, ammunition, explosives, controlled substances, radioactive materials, hazardous materials or wastes, or precious metals. 

surplus property - means excess personal property not required by any Federal agency as determined by the Administrator of the General Services Administration (GSA). 

telework – The term “telework” (noun) or “teleworking” (verb) refers to a work flexibility arrangement under which an employee performs the duties and responsibilities of such employee’s position, and other authorized activities, from an approved worksite other than the location from which the employee would otherwise work.

two-factor authentication –  authentication that makes use of two factors to assure the identity of the individual requesting access. In the USDA, two-factor authentication is achieved via the LincPass card (something the user has) and a PIN (something the user knows). See also LincPass and authentication.

VPN client – Software client that provides the ability to establish a secure connection between a computing device, such as a desktop, laptop, tablet or smart phone, and USDA’s internally hosted services.

Appendix C: Telework Informational Links
C.1
Computing  Information

Table 2 lists procurement contacts who can help with telework equipment and services needs.

Table 2. Enterprise VPN (AC/NAC) Contacts

	Item
	Organization
	Point of Contact

	AC/NAC Service

http://www.ocionet.usda.gov/wps/portal/ocio/ocioportal/home/ioa/ioa.vpn/

	OCIO-TSO
	Bill Flowers 

Bill.Flowers@ocio.usda.gov

(970) 295-5317


C.2
Collaboration Information

The URL address for USDA Connect is https://connections.usda.gov/. Complete a simple form to request access.
The USDA point of contact for Collaboration tools is Chris.North@usda.gov.

C.3
Printing Information

Table 3 lists some of the available printers and procurement vehicles for Printing Option 1.

Table 3. Procurement Vehicles for Printing Option #1

	Printer
	Type
	Contract Vehicle
	Point of Contact

	HP OfficeJet Pro 8500[image: image5.png]



	HP OfficeJet Pro 8500 All-in-One Printer/Copier/ Scanner

· Low cost color all in one printer

· Most affordable color CPP

· Lowest energy consumption

· WJA / MPS / RM


	Blanket Purchase Agreement: AG-3144-B-10-0004
	BPA Contracting Officer Technical Representative:

Robert J. Smith

Email: robertj.smith@ftc.usda.gov

Phone: 970-295-5422

	HP OfficeJet 100[image: image6.jpg]
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	OfficeJet 100 

· Mobile printer portable Bluetooth® wireless technology

· Print from Bluetooth-enabled devices (laptop, smartphone, etc.)

· Rugged, lightweight, long-lasting battery
	Blanket Purchase Agreement: AG-3144-B-10-0004
	BPA Contracting Officer Technical Representative:

Robert J. Smith

Email: robertj.smith@ftc.usda.gov

Phone: 970-295-5422

	Printers
	CATEGORY 5
	BPA Award Number: AG-3144-B-10-0004

GSA Federal Supply Schedule Contract: GS-35F-0791N
	Vendor: New Tech Solutions and Apptis

Tax ID Number (TIN): 94-3284685

VIN Number (for purposes of IAS BPA Call Awards): 1100048827#

Point of Contact for New Tech Solutions Inc.

Vijay Kumar

Account Executive

4179 Business Center Drive

Fremont, CA 94538

Voice: 510-353-4070 X 312

vijay@ntsca.com


C.4
Telephony Information – Business Dialup Service

Currently, USDA negotiated a pooled-minute solution from Verizon that has no monthly fee. Instead, agencies pay for the usage of the system. This allows agencies to meet both objectives while keeping costs to a minimum. OCIO examined the comparable service from Networx using a flat monthly fee; however, it is believed this service will cost the agencies more while failing to meet all objectives.

· CLIN 749001 is usage based business dial service offer. USDA’s price on the Networx Universal contract is $0.03 per minute.  It provides for analog dial up to the Internet @ up to 56/64k.  The AT&T Global Network (AGN) client is included in the pricing. 

· CLIN 744001 is unlimited usage offer at $37.45 per user per month.

Notes:

1) Multiple users sharing a single account and user ID is not allowed per our product description, and is not permitted for security reasons. 

2) If a user uses more than 19.44 hours a month, the $37.45 fixed price is the more cost effective plan.

Table 4. Business Dialup Service Rates (as of April 2011)
	CLIN 749001
	Analog VS Dial-in backup 56 kbps
	
	

	Originating Location
	Domestic: US MAINLAND (CONUS)
	
	

	Frequency
	Usage
	
	

	Service Level
	Routine
	
	

	Unit Name
	minutes
	
	

	Quantity
	1
	
	

	 
	 
	
	

	Type
	Start Date
	End Date
	AT&T (Univ)

	Price
	4/1/2011
	9/30/2011
	$0.03 

	CLIN 744001
	Analog Dial-up (up to 56/64 kb/s) - CONUS
	
	

	Originating Location
	Domestic: US MAINLAND (CONUS)
	
	

	Frequency
	MRC
	
	

	Service Level
	Routine
	
	

	Unit Name
	PORT
	
	

	Quantity
	1
	
	

	 
	 
	
	

	Type
	Start Date
	End Date
	AT&T (Univ)

	Price
	4/1/2011
	9/30/2011
	$37.45 


C.5
Networking Information

Tables 5–9 provide service plans and costs for various network vendors.

Table 5. USDA Network Options – Sprint Data Cards & MiFi Plans & Services

	Cellular Wireless Data Cards or MiFi
	Provider: Sprint 
(other options available if Sprint does not provide adequate service to a particular geographic location)

	4G/3G Unlimited Data

Heavy User, such as geospacial imaging, calculating, high volume attachment (Excel/Word/PDF Files) 
	$40.18 - Monthly Recurring Charge (MRC)

	Unlimited 3G Data

Becoming obsolete as 4G grows
	$39.99 - Monthly Recurring Charge (MRC)

	5 GB Data

Moderate User, such as emailing, some attachments for business usage 
	$30.00 - Monthly Recurring Charge (MRC)

	50 MB Data

Modest User, such as some emailing, minor attachments, more for general business usage
	$22.99 - Monthly Recurring Charge (MRC)


Table 6. USDA Network Options – AT&T Cellular Plans & Services

	Cellular Voice w/ Data Tethering
	Provider: AT&T

Final Costs Currently Being Negotiated
	Capabilities

	300 Minutes
	$22.99 - Monthly Recurring Charge (MRC)

+  5.99 – MRC for Tethering Option
	5 MB Data Plan, Unlimited Texting, Agency Minute Pooling, Unlimited XXXX

	600 Minutes
	$32.99 - Monthly Recurring Charge (MRC)

+  5.99 – MRC for Tethering Option
	5 MB Data Plan, Unlimited Texting, Agency Minute Pooling, Unlimited XXXX

	1100 Minutes
	$39.99 - Monthly Recurring Charge (MRC)

+  5.99 – MRC for Tethering Option
	5 MB Data Plan, Unlimited Texting, Agency Minute Pooling, Unlimited XXXX

	TBD
	
	


Table 7. USDA Network Options – Verizon Cellular Plans & Services

	Cellular Voice w/ Data Tethering
	Provider: Verizon

Final Costs Currently Being Negotiated
	Capabilities

	300 Minutes
	$22.99 - Monthly Recurring Charge (MRC)

+  5.99 – MRC for Tethering Option
	5 MB Data Plan, Unlimited Texting, Agency Minute Pooling, Unlimited XXXX

	600 Minutes
	$32.99 - Monthly Recurring Charge (MRC)

+  5.99 – MRC for Tethering Option
	5 MB Data Plan, Unlimited Texting, Agency Minute Pooling, Unlimited XXXX

	1100 Minutes
	$39.99 - Monthly Recurring Charge (MRC)

+  5.99 – MRC for Tethering Option
	5 MB Data Plan, Unlimited Texting, Agency Minute Pooling, Unlimited XXXX

	TBD
	
	


Table 8. USDA Network Options – Sprint Cellular Plans & Services

	Cellular Voice w/ Data Tethering
	Provider: Sprint

Final Costs Currently Being Negotiated
	Capabilities

	300 Minutes
	$22.99 - Monthly Recurring Charge (MRC)

+  5.99 – MRC for Tethering Option
	5 MB Data Plan, Unlimited Texting, Agency Minute Pooling, Unlimited XXXX

	600 Minutes
	$32.99 - Monthly Recurring Charge (MRC)

+  5.99 – MRC for Tethering Option
	5 MB Data Plan, Unlimited Texting, Agency Minute Pooling, Unlimited XXXX

	1100 Minutes
	$39.99 - Monthly Recurring Charge (MRC)

+  5.99 – MRC for Tethering Option
	5 MB Data Plan, Unlimited Texting, Agency Minute Pooling, Unlimited XXXX

	TBD
	
	


Table 9. USDA Network Options – AT&T Internet Dial-Up Plans & Services

	USDA Internet Dial-Up Service
	Provider: AT&T

Final Costs Currently Being Negotiated
	Capabilities

	IPS Analog Dial-up (Up to 56/64 kb/s)
	$37.45 - Monthly Recurring Charge (MRC)

 
	Networx CLIN 744001- CONUS MRC – Service Level Routine – Unlimited Usage service and the software that would control it is called AT&T Global Network Client

	NB-IPVPN Embedded Analog Dial-up (56Kpbs)
	$62.20 - Monthly Recurring Charge (MRC)

 
	Networx CLIN 213101 -  Service Level Routine – Unlimited Usage Circuit quality high 


C.6
Property Management
Table 10 lists procurement and property management contacts in USDA.
Table 10. Procurement Contacts
	Name, Office, and Address
	Phone, Fax, and Email

	Michael R. Johnson
Office of Procurement and Property Management
Departmental Administration
Mail Stop 9304
1400 Independence Avenue, SW
Washington, DC 20250
	PHONE: (202) 720-9779
EMAIL: michaelr.johnson@da.usda.gov
FAX: (202) 720-3339

	Cheryl Brumback
Chief, Property and Support Services Branch
Acquisition and Property Division (AFM)
Agricultural Research Service (ARS)
Mail Stop 0311
1400 Independence Avenue, SW
Washington, DC 20250
	PHONE: (202) 720-2359
EMAIL: cheryl.brumback@ars.usda.gov
FAX: (202) 401-6105

	Lana Podielsky
NIFA 1862 FEPP Coordinator
Agricultural Research Service (ARS)
Mail Stop 0311
1400 Independence Avenue, SW
Washington, DC 20250
	PHONE: (202) 401-1106
EMAIL: lana.podielsky@ars.usda.gov
FAX: (202) 401-6105

	Inez J De. Coteau
Property Management Specialist
Animal & Plant Health Inspection Service (APHIS)
100 North 6th Street, 6th Floor
Minneapolis, MN  55403
	PHONE: (612) 336-3217
EMAIL: inez.j.decoteau@aphis.usda.gov
FAX: (612) 336-3570

	Verda Gibson
Lead Property Management Specialist
Farm Service Agency (FSA)
6501 Beacon Dr (Mail Stop 8338)
Kansas City, MO  64133
	PHONE: (816) 926-1517
EMAIL: verda.gibson@kcc.usda.gov
FAX: (816) 926-1782
        (816) 448-5638
 

	Velma Venable
Inventory Management Specialist
Food, Nutrition & Consumer Service (FNCS)
3101 Park Center Drive, Room 218
Alexandria, VA  22302
	PHONE: (703) 305-2227
EMAIL: velma.venable@fns.usda.gov
FAX: (703) 305-2751

	Ina R. Mendoza-Wilson, CPPM
Senior Property Mgmt. Specialist
Food Safety & Inspection Service (FSIS)
ASD Property Management Branch
5601 Sunnyside Ave GWCC  (2L192D)
Beltsville, MD 20705-5230
 

Kathy Fay 

Chief, Asset Manager

International Technology Service(ITS)

1400 Independence Ave, SW

Washington, DC 20250
	PHONE: (301) 504-4269
EMAIL: Ina.MendozaWilson@fsis.usda.gov
FAX: (301) 504-4231

PHONE:  (301) 504-2121

EMAIL:  Kathy.Fay@wdc.usda.gov
FAX: (301) 504-2121



	Shirley Saucer
Personal Property Specialist
Natural Resources Conservation Service (NRCS)
1400 Independence Ave., SW
Washington, DC  20250
	PHONE: (202) 205-5510
EMAIL: shirley.saucer@wdc.usda.gov
FAX: (202) 205-0344

	Lisa Aumann
Support Services Specialist
Office of Inspector General (OIG)
1400 Independence Ave., SW
Washington, DC  20250
	PHONE: (202) 720-8280
EMAIL: lisa.aumann@oig.usda.gov
FAX: (202) 720-8081

	Edward Schmiedeke
Property Disposal Specialist 
Rural Development (RD)
PSMD
4300 Goodfellow Blvd., Bld 105-E
Mail Stop FC 702
St. Louis, MO  63120
	PHONE: (314) 457-5684
EMAIL: mailto:edward.schmiedeke@stl.usda.gov
FAX: (314) 457-4520 

	Renee Utt
Agricultural Research Service (ARS)
Mail Stop 5116
5601 Sunnyside Ave., RM 3-2110AGWCC
Beltsville, MD 20705-5000
	PHONE: (301) 504-1745
EMAIL: renee.utt@ars.usda.gov
FAX: (301) 504-1751

	Cheryl Taylor
Property Management Officer
USDA-Forest Service
1621 North Kent Street, Rm 707 RPE
Arlington, VA 22209
	PHONE: (703) 605-4780
EMAIL: cktaylor@fs.fed.us
FAX: (703) 605-5100


--- --- ---

This document provides technical guidance for the USDA teleworker program and can be found on the USDA Connect portal in the Telework Community.
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